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P. Golle and I. Mironov,”Uncheatable Distributed 
Computations”, RSA 2001 (Cryptographer's track)

Alice Bob

a1,…,an
1

f(a1),…,f(an)
2

b1,…,bx,…,bnf(bx)
1

f(b1),…,f(bn) x’ 2x’=x ?
3

a1,…,an,f()

f(ai)=? f()
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network

sqi.server.QueryServer

DBMS

Database Service 
Provider

Traditional 
JDBC

sqi.client.QueryClient

Extended JDBC Interface

Traditional JDBC
Security 
Controls

Secure Client

Data 
Client

security
event
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sqi.client.QueryClient

Legacy Query Interface     
Security 
Controls

Data 
Client

security
event

Fast 
Crypto

Privacy
Manager

Event Callback 
Management

Extended Query Interface                  

Security Logic
Execution Proofs

Query Pre-processor

Persistent
Query Store

Transparent Query
Batch Scheduler

Client Data
Source Adapter

to

server

Plugin Handler
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sqi.server.QueryServer

Security Logic
Execution Proofs

Server Data
Source Adapter

Incoming Query Queue
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Manager
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Data 
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document serverdata client

…

…

k1

k2

k3 x

x
x

d’4d’3d’2d’1

k4 x

C~

x

x

x

k1: (d1+x)(d3+x) mod p

k2: (d2+x)(d3+x) mod p

…

k1

k2

x
x

d’4d’3d’2d’1C~

x

…

k1

k2

x
x

d4d3d2d1C

x
x

d1: k1

d2: k2

d3: k1 k2

d4: k3 k4

query: {k1 ,k2}1

F-1

4

retrieve: d3

6

qnr1,qr2, qr3,…, qrk

2

qr’1,qnr’2, qr’3,... , qr’k
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compute vi values
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data management server

Server Storage

Outsourced
Data

(encrypted)

Host CPU
data client

secure

insert/update

arbitrary

private query

encrypted query

response

Secure
Memory

Secure Co-
Processor

A secure co-processor on the data 
management side may allow for significant 

leaps in expressivity for queries where privacy 
and completeness assurance are important. 

encrypted item
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document server

Server Storage

Outsourced
Documents
(encrypted)

Host CPU
data client

conjunctive keyword

search query

encrypted query

response

Secure
Memory

Secure Co-
Processor

For conjunctive keyword searches on document 
(email, files) servers, oblivious search  index 

structures could be queried in secure memory 
achieving a novel zero-leak query model.

search 
index

secure

insert/remove

update index
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database server

Server Storage

Outsourced
Relations

(encrypted)

Host CPU
data client

P x Q

private query

encrypted query

response

Secure
Memory

Secure Co-
Processor

Hash-JOIN could be naturally accomodated. 

P

Q

HP
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database server

Server Storage

Outsourced
Relations

(encrypted)

Host CPU
data client

P x Q

private query

encrypted query

response

Secure
Memory

Secure Co-
Processor

For Merge-JOIN, order-preserving encryption 
primitives could be deployed to minimize the amount 

of data parsing required in the sorting phase. 

P Q
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database server

Host CPU
data

client

queries
Secure Co-

Processor

Server Storage

Outsourced
Data

“client-server”
interaction

“client proxy”

crypto work

database server

Host CPU
data

client

queries

Server Storage

Outsourced
Data

client/server
interaction

crypto work

crypto work

good idea ?
not so sure !
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• Process entire queries on SCPU (!)

• Dedicate (one) SCPU per query or equivalent
• e.g., limit TPS by SCPU TPS

• Synchronize CPU with SCPU
• e.g., block main CPU until SCPU completes

• Transfer >= O(n) on SCPU-CPU bus (!)

• Anything else un-smart �
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Kenneth Goldman, Enriquillo Valdez: “Matchbox: Secure Data Sharing”, IEEE Internet 
Computing 2004

“Practical server privacy with secure coprocessors”, IBM Systems Journal 2001, S. W. Smith,  
D. Safford

J. Marchesini, S.W. Smith, “SHEMP: Secure Hardware Enhanced MyProxy”
Technical Report TR2005-532, Department of Computer Science, Dartmouth College, 

February 2005. 

A. Iliev, S.W. Smith, "Protecting Client Privacy with Trusted Computing at the Server", IEEE 
Security and Privacy, March/April 2005 

A. Iliev, S.W. Smith, "Private Information Storage with Logarithmic-space Secure Hardware.", 
3rd Working Conference on Privacy and Anonymity in Networked and Distributed Systems.

A. Iliev, S.W. Smith, "Prototyping an Armored Data Vault: Rights Management on Big Brother's 
Computer.", Privacy-Enhancing Technology 2002

E. Mykletun and G. Tsudik, “On using Secure Hardware in Outsourced Databases”, 
International Workshop on Innovative Architecture for Future Generation High-Performance 

Processors and Systems, January 2005

Related research at IBM TJ Watson (Bishwaranjan Bhattacharjee a.o.)
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